Open up puttygen.exe.

& PuTTY Key Generator
Fle key Conversions Help
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Generale a puble./private key pai

Load an esmsting pnesbe ke hile

Save the generated key
Parsmelers
T of ks b generale:
SEH-1 [RSA) (%) 55H-2 RSA

Mumber of bils i & gereisted kel

Make sure SSH-2 RSA and 2048. Then click Generate

& PuTTY Key Generator [z
Fle key Conversions Help

Fey
Flease generale some iandomness by moving the mouse over the blank, anea.
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Actiore

Generale a puble./private key pai
Load an esmsting pnesbe ke hile
Save the generated key
Parsmelers

Tops of Isey- ba generale:

Mumber of bils i & gersisted ey Em

In the blank area provided randomly move your mouse. This must be done in order to generate a
random SSH Key.



o PuTTY Key Generator

Fie Key Corversions Halp
Fey
bk ey lor pasting into OpenSSH sutheezed_keys lile:
sghrisa

AN N zACT prIEARA B AR aPFMEE E gipn FUIKhwEEREM5o5REHVE
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Wm 2047 D50 73 b0k ek ol 7
FK.ep comment: i L

mysite.com Acquia Hosting file access key

( K.y passphrase 1T PR
Canlum passphease: sEeman

srsnsnsssl

P
Load an exésting pvate ke fle
5 e bhe genersted key | Save public key ] I Save pirvabs key ]
Parameters
Type of key Lo generste:

S5H-1 [A5A) %) 55H-2 ASA ) 55H2 D54
Mumber of bits in a gerssabed key

70e8

For the key comment type in first initial last name one word for example if your name is John Smith type
jsmith in the key comment box.

Type in whatever password you want to use for key passphrase and confirm passphrase making sure
they are the same. Remember your password.



? PuTTY Key Generator M

File Key | Conversions | Help
Key Import key

Public ke s ST file:
sshsa A HWWvpWnoaly UUFEVK .

+Mzjddb po s

D HF B ey ' 'gOpSarDMDyigzQyP FcLsd ViWiaY
giZoUHLidwo KZXAQOT TWIHQ 3m2VOLbVYcim 58cGHmeq B4 Y quCd 4V PwpE=
rsatey-20140918 -

Key fingerprint: sshrsa 1024 Sc:1db1:78:eb-e8:02-0e:81:0d:8b:52-:59:05ea: 71
Key comment: readey-20140518

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key
|
Parameters
Type of key to generate:
(71 S5H-1 (RSA) @ S55H-2 RSA 71 SSH-2 DSA
Mumber of bits in a genersted key: 1024

Go to the Conversions menu and click export OpenSSH key. Save this on your H:// Drive. Click Save
private key and place it on to your H:// Drive.



g PUTTY Key Generator
File Key Conversions Help

Key
Public key for pab

Y. 3NzaC1yc2EA.MABJQ - U1QeWhuXKdyC TE0iZ4a%pL SoQV
m@umEwamumm@umbnmxﬁcmvgey
+512332LmVUZOVMz 18Hw 1WR2Hp 7Fbip X/ WGHFhSuPrite

T penoaH authorzed_keys file:

Key fingerprint:
Key comment: jsmith
Key passphrase: TIIIIIL

Corfimn passphrase:  |(esesssss |

Actions

Generate a public/private key pair Generate |
Load an existing private key file Load

Save the generated key Save public key Save private key
Farameters

Type of key to generate: ) )

(_155H-1{RSA) @ 55H-2 RSA [_155H-2 DSA

Mumber of bits in a generated ley: 2043

Copy the Public Key starting with ssh-rsa and ending with your username.




~ Il Stage ~ i Prod

hitp:/fmagnifacentrkiirutrSuve. devel..

‘Workflow

Domains Dev

Servers hitp:/magnifacentnkickry29tr3y. devel..

Users and keys Code Live development (7] Code tagsA\VELCOME
i Files Files
Databases B
DB magnif + DB magni
Logs
Statistics

Disk Quota ieam more

Code

£ Files

Databases

Task

L4 Remove SSH key Wm50a1ptRm1aRjimZFhObGNsOW..

On the cloud click on the Drush and API link.

Acauia

</> Enable your
Prod environment.

Upgrade now!

Erase databases
6 MB used of 1000 MB

141 MB used of 1000 MB

38 MB used of 1000 MB

Initiated

2015-11-02 05:28 pm

Andrew Trexler

CREDENTIALS

Acquia password

SSH keys

ing an SSH key allows you to access your Git re

trex121 Remove

Drush integration
Download Drush aliases for all of your sites and extract the archive into $HOME. Learn more.
$ tar -C $HOME -xf $HOME/Downleoads/acquiacloud.tar.gz

Show examples

Cloud API

Use y

ur email address and private key uthenticate with the Cloud API. Learn more.

On the following page click on the Add SSH key link.

ory and log in to your web server(s) with ssh, sftp, and rsync. Learn mare.



ADD SSH KEY

Andrew Trexler > Credentials

Adding an SSH key allows you to access your Git repository and log in to your web server(s) with ssh, sftp, and rsync. Learn more.

Nickname

kname for this SSH key. Ar

hice of letters, numbers, and underscores.

Public key *

Public Key

Enter your 55| 2. To learn how to generate a SSH public key, see instructions for Mac OS5 and Linux or Windaws.

Add key Cancel

In the nickname box place the same username as before first initial lastname and paste the Public Key
copied from puttygen into the box labeled public key so it looks like the following picture.

Adding an 55H key allows you to access your Git repository and log in to your web server(s) with ssh, sftp. and rsync. Learn more.
Nickname *
jsmith

Enter a nickname for this SSH key. Any sequence of letters, numbers, and underscores.

Public key *

ssh-rsa
AAAAB3NzaC1yc2 EAAAABIQAAAQEAIXFIbS TUErw3hvjuc+4hdGyReNIoGTCIATQIoF Sk/atZ9D8tSfHPzwIkBO352ZD0tdOoZFubS1Hx2e8+40

K4P/XEtPTmkxZmMLLGBN/5CDda77e/yl/T3sP86QDvdvD4AZsRIaROz30QC2RKOMCP2BZhfSHUWCnIK2P1R6t325ZWuml5kOYd5gjwHsomg
Usf4oy/Iw/J4H9+cIRAERUUN/vi7 theUyiWwp2U415QWRZ4pmagK2jGeflwubKkuyVhwC 17 + Ms6CkbdzugeW913KCarogBSgK/xTuPamMXTUr
NPwdtNOtfueX5tbgViulzX2yhwndYCSXIQudX1AQblHw== jsmith y

Enter your 55H public key. To learn how to generate a S5H public key, see instructions for Mac OS and Linux or Windows.
= N

Add key Cancel
W

And click add key. If prompted input your password.



Next open up WinSCP.exe getting the following window.

B

Login - WinSCP = =

Mew Site Session
File protocol:
|sFTP v
Host name: Port number:
| | 24
User name: Password:
£ >
Tools v| | Manage - D Login |v | Close | | Help
Workflow
Servers hitp:/'magnifacentnkickrv2%rOy.devel. .. hitp:/fmagnifacentnklkjrutrfsuw. dewvel...
Code Live development 0 Code tagsWELCOME </> Enable your
Prod environment.
Files Files I
Configure S5L for your site. Upg rade now!
Databases R R
DB magnifacentnkl + DB magnifacentnkl +
Logs
Statistics
Backups Disk Quota iear more Esayiatabacs
Drush and API Code 6 MB used of 1000 MB
ey Files 141 MB used of 1000 MB
Databases 38 MB used of 1000 MB
Task Initiated
v Remove SSH key Wm50a1ptRm1aRjimZFhObGNsOW.. 2015-11-02 05:28 pm Details
v Remove SSH key Wjl5c1ps OWZKWESsY 2wbZIkyRmtP ... 2015-11-02 05:28 pm Details
v Remove SSH key ZEhKbGVERXINV]ImZFhObGNsOW... 2015-10-31 07:52 pm Details

Back on the cloud page click on Users and Keys.



Workflow

V Acquia users can add SSH keys to their Acquia accounts. Users who are on a team [x]
Domains assigned to this site and who have the proper permission can use their keys to access this
site's servers and environments with SSH. Learn more.
Servers

SSH public keys

Adding an $SH public key allows you to access your Git repository and log in to your web server(s) with SSH,
SCP, SFTP, and rsync. Once a key has been added. you may then log in to your server using the target site
and environment as the username. For example:

Myt
alabases ( )
- %@€5h mognifacentnkl.dev@free-4652.devecloud. hosting. acquia. com

Users and keys

SSL

Legs In addition, Drush Aliases may be used as a convenient shortcut for SSH commands. For example:
Statistics ¥ drush @magnifacentnkl.dev stotus
Backups To see a full list of your available servers, visit the Servers Page

Drush and API Need more info on generating SSH keys? Check out the Acquia docs for Mac and Linux or Windows.

User SSH keys

Public keys are managed from your account page. The users listed have been given access to this site
through a team. To remove access, the user must be removed from the team granting them access, or the
permission for SSH access on that team revoked for the user.

Cron

Nickname Fingerprint Refresh

Andrew Trexler (jsmith) deBe:2d:1azal:d1:94:29:4f:c8:8d:76:26:19:17:b5

You should see a SSH Key in the chart. You then copy the given example starting with your site name.
So for mine | would copy magnifacentnkl.dev@free-4652.develoud. hosting.acquia.com. (Whatis
circled.)

SSH public keys

Adding an SSH public key allows you to access your Git repository and I
SCP, SFTP, and rsync. Once a key has been added, you may then log in
environment as the user

& ssi\magnifacentnkl.dev@free-4652.devcloud.hosting.acquia.com

In addition, Drush Aliases may be used as a convenient shortcut for SSH «

4 drush @magnifacentnkl.dev status


mailto:magnifacentnkl.dev@free-4652.devcloud.hosting.acquia.com

B Login - WinSCP - o
L7 New Site Session
File protocol:
SFTP W
Ho Paort number:
25
User name? " ord:
Save hat
< >
Tools hd Manage hd Login |v Close Help

Take what you just copied and paste it into the Host name: box. It will auto format and fill the Host

name and User name boxes. Then click Advanced.

Advanced 5ite Settings

Server environment
End-of-ine characters (if not indicated by server):

Environment

i Directories

UTF-8 encoding for filenames:
i Shell Timezone offset =

-

V| Detect automatically

Daylight saving time

§5H

(®) Adjust remate timestamp to local conventions

() Adjust remote timestamp with DST

Preserve remote timestamp

Color hd Cancel

Help

Click on the Authentication tab under the SSH Heading



Advanced Site Settings ?

Environment []Bypass authentication entirely (S5H-2)
Authentication options

SFTP Attempt authentication using Pageant

ShE”_ [ ] Attempt TIS or CryptoCard authentication (S5H-1)
Connection
Proxy Attempt keyboard-interactive’ authentication (S5H-2)
~ Tunnel Respond with password to the first prompt

- Key exchange Authentication parameters

Authentication )
..... Bugs [ Allow agent forwarding
Mote Private key file:

G55APT
["] Attempt GSSAFI authentication (S5H-2)

Allow GSSAPI credential delegation

Color hd Cancel Help

In the private key file box click the button with 3 dots. Then navigate to your private key and open it.
Following this click ok.

B Login - WinSCP = =

E’f Mew Site Session
Eile protocol:
SFTP v

Host name: Port number:
free-4652. devdoud. hosting. acquia.com 22 =

User name: Password:

magnifacentnkl.dev

Save hd Advanced... |'
£ >
Tools - Manage - Login |v Close Help

Click the save button and then ok in the following pop-up. Then click login. In the following box input
your password.



